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Covid-19 and the Sequence of Reliability1 
 

A Message to SGCS Clients and Colleagues 
 
The COVID-19 outbreak has reached pandemic level, and the worldwide spread of this new 
disease has caused entire countries to impose lockdowns, cruise ships to quarantine passengers 
and crew, and major gatherings to be postponed or canceled. While businesses across the globe 
are familiar with accident emergency response protocols, managing the COVID-19 crisis falls 
outside the direct experience of the general public and many organizations. However, many of 
SGCS’s high-consequence industry clients are directly involved in providing public services and 
their reliability can limit the effects of the pandemic. The Sequence of Reliability can help: 

1. First see and understand risk. 

Seeing risk means knowing where the COVID-19 virus is present. Understanding risk means 
knowing why and how it harms us, and how it spreads. 

2. Manage reliability in this order: 

a. Systems 

b. Humans 

c. Organizations 

Seeing and Understanding the Virus and the Way It Spreads 

This virus is different than the common cold, influenza, Ebola, or SARS, among others. 
Understanding these differences is critical. Within your organization, ask the following: 

 Does the organization fully see and understand both the system and human performance 
contributors to this risk? 

 Are there competing priorities influencing these risks and the way in which they are 
perceived and managed? 

Originally, the CDC2, posted guidance saying the virus is thought to spread mainly from person-to-
person between people who are in close contact with one another (within about 6 feet) and through 
respiratory droplets produced when an infected person coughs or sneezes. These droplets can 
land in the mouths or noses of people who are nearby or possibly be inhaled into the lungs. 
Evidence indicates a person can get COVID-19 by touching a surface or object that has the virus 

                                                       
1 This message is for informational purposes only. For clinical guidance and governmental policies please refer to the Centers for 
Disease Control and the World Health Organization websites for up‐to‐date information and guidance: 
https://www.cdc.gov/coronavirus/2019‐ncov/about/ 
 
2 Ibid:  https://www.cdc.gov/coronavirus/2019‐ncov/about/transmission.html 



 

 
TM

Copyright SGCS 2013-2020 Rev 04-10-2020 

on it and then touching their own mouth, nose, or their eyes. Evidence also indicates that the virus 
has been spread before people show symptoms, and from people recovering from the infection 
when no symptoms remain present. 

For the foreseeable future, testing will remain critical in Seeing and Understanding the nature of 
this risk. Until reliable testing equipment and protocols are widely available, we must anticipate that 
anyone can be a carrier of this virus and take steps to reduce or eliminate all non-essential 
exposure. 

System Reliability:  Assessing and Putting Systems in Place to Control the 
Virus 

 What Systems are in place currently to manage these risks? Are these systems 
effective? Resilient? 

 If there needs to be a new system design, what would this look like? Where would you 
need resiliency? 

 Do your system suggestions adversely impact other organizational values, processes, or 
tasks? 

Until a vaccine is developed, social distancing will be the most effective system to limit the spread 
of COVID-19 among the general public. But for many of our clients in the public service sectors, 
this will not be possible. Therefore, personal protective equipment and hand hygiene protocols 
remain essential system components, and monitoring their supply, distribution, effectiveness and 
resilience is critical. Additionally, employee assistance programs should be expanded to offer 
support for those employees most affected by the crisis. Both physical and mental health support 
is essential. 

Human Reliability: Managing Performance (Knowledge, Skills, & Abilities; 
Performance Shaping Factors) 

 What education and training might be needed? 

 What skills practice is necessary? How would you determine proficiency? 

 What system factors may affect the work? (fatigue, heat stress, fogged PPE, glove 
issues, etc.) 

 What personal factors may affect the work? 

Educating the workforce on COVID-19 is critical. During times of crisis, accurate information and 
organizational support will improve individual human reliability and help limit the spread of the 
virus. Consistent communication and up-to-date announcements as conditions change will foster 
confidence in our systems, and help people manage personal performance shaping factors. 
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Human Reliability: Managing Behaviors (Choices and Errors) 

 What expectations, policies, and procedures are already in place that help manage these 
risks? 

 What new expectations, policies, and procedures are needed? 

 How would you communicate expectations? 

 Under what conditions might it be impossible to follow the procedures? 

 What at-risk choices and human errors can we anticipate? 

 When might employees feel justified not following the policies? 

Organizational Reliability 

 How will your actions to combat COVID-19 fit into your organizational reliability system? 
Are these actions sustainable? 

 What internal departments, people, and processes need to be engaged in the work? 

 What external partners do you need to collaborate with to ensure reliability? 

As the COVID-19 virus continues to evolve, mutate, and eventually die out, the lessons learned 
from this crisis will be meaningful as we prepare for future risks. But we must learn the right 
lessons from this pandemic, not the wrong ones. The next crisis may be different in nature than the 
current one, just as COVID-19 was different than the Spanish influenza (1918), SARS (2003) and 
Ebola (2014) outbreaks. Governmental policies, scientific research, and organizational and 
individual preparedness are all key components in achieving optimal reliability. Post-pandemic 
analysis will help us better prepare for sustainable solutions going forward. 

Applying the Sequence of Reliability helps organizations achieve better results – whether it’s 
preventing sentinel events with the business or managing the global risk of a pandemic. SGCS 
high-consequence organizations applying the Sequence of Reliability can assist the general public 
by managing their response to the COVID-19 pandemic, and promoting better strategies for 
identifying and managing future crises. 


